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e Alloc/dealloc mismatches and new/delete type mismatches
e Allocations too large for the heap

e calloc overflow and alloca overflow

e Double free and use after free

e Global variable overflow

e Heap buffer overflow

e Invalid alignment of aligned values

e memcpy and strncat parameter overlap

e Stack buffer overflow and underflow

e Stack use after return and use after scope

e Memory use after it's poisoned
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ol< TJLCl o 9 C| Al &
b) 1= UL ol E Al &40l
f/ Buffer.cpp
/ FilleManager::loadFileData
if (isFirstTime) /f WEE X
HNppGUI& nppGui = NppParamet t geth
f check if file contain any BOM
if (Utf8_l6_Read Er unsigned char *)data, lenFile) != uniBBit determineEncoding e L= ol
fif file cc i F mi
f and the document will be interpreted a
I‘flleFu"mat _encoding = -1 } uniBBit(UTF-8 fileFormat._ encoding -1 (B I
IJ* fileFormat. _enceding '= -1 I
k.
l:'].".l:'
lenCanvert unicodeCanvertar data, lenFile UTF-8
_pscratchTilla-»exe  SCI_APPENDTEXT, lenfonvert ARA inicodelonvertor =
if (format EolType: :unknown
format For 1 unicodeConvertor b wnicodeConvertor EolType : :unknown
[Z1E 11] FileMangerloadFileData - 1
Buffer.cpp2l FileManager::loadFileData & =0l Al Notepad++= IS M 1= [ C12Y A= SoIstC Ol 212 E
S A B0 el ol & gt0l -1012t™ convert & =5
810 SO W< IOl It UTF-82

0l uni8Bit, =, UTF-80| OtL|2t™ fileFormat._encoding2 -12 &
UCH =, Notepad++=

UTF-82 H&tol= A
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ff UtfB_16.cpp
size_t Utf8_16 Read::convert(char* buf, size_t len

[/ bugfix by Jens Lorenz

static size_t nskip a; /2 « HHOIE

m_pBuf {ubyte* ) buf fom b
m_nLen = len; § as [{0E
m_nNewBufSize = @; Jiom | I FH T 1
if (m_bFirstRead true) // RIS i | | 5 1
Illl-I|-|'|||||'|-I neadingl( ) I 'y | =t =] A & » UTF=168E
nSkip = m_nSkip; // UTF-16BI BOM 2HID|E B i B m nskip

m_bFirstRead false;
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[-18! 13] determineEncading

determineEncoding & =+= 213 Y2 2t XI5t1], BOMS J|E2 2 212 Y &40l m_eEncoding H# 2t2 28 &HC
unigBit
EIL'I":- B X -: o
Big endian UTF-16 | Littie endian UTF-16 TF-& Big endan LITF-16 | Liflke endian LITF- ITF-8 SCI Ton ASCH 8D
iniTBit uniaBn

UNMELE UniLITFB UN1BBE_MNoBOM unitELE_MaBO LraCook)e

[-1E 14] m_eEncading = & 2

g &+2 215 &85 = m_eEncoding?| gt2 Ctsut 2L
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switch (m_eEncoding) Jf PIEY AN M2 s Hag X Haslk g A 23
{

case uni7Bit:

case unigBit:

case uniCookie: {

S/ Do nothing, pass through
m_nAllocatedBufSize = 8;
m_phewBuf m_pBuf;
m_nNewBufSize = len;
break ;

case uniUTF8:
// Pass through after BOM
m_nAllocatedBufSize = 8;
m_pHewBuf = m_pBuf + nSkip;
m_nNewBufSize = len - nSkip;
break;

[ 15] Utfa_16_Read:convert - 2

Utf8_16_Read::convert & =0l Al = determineEncoding & & 2I3l Z &8 & m_eEncoding gt0ll (tet C+E case

case unilSBE_NoBOM: S/ BoM0| gz € HICIS uUTF-16
case unilELE_NoBOM: /f BOWMO| §l= ElE 02 uTF-16
case unilSBE: J7 BoMO| €= = SIC|® yTF-16
case unilGLE: { /f BoN0| ®l= clE MO uTF-16

I size_t newSize = lem + len / 2 + 1; I

if (m_nAllocatedBufSize != newSize)

if (m_pNewBuf
delete m_pHewBuf ;
m_phNewBuf = NULL;

m_pNewBuf = new ubyte[newSize];
m_nallocate

ubyte® pCur = m_pNewBuf;

m_Iterlé.cot(m_pBuf + nSkip, len - nSkip, m_eEncoding);

[1& 16] Utf_16_Read:convert - 3

S UTF-1622 CIDLLAS B2, ME2 HIHS 3J|E Hlbtctes XS &0l
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while (m_Iterls

++ rle

utfa c
while (m Iterlé.g

pCur

m_nNewBufSize

break

default
break

B

m_pHewBuf

[1& 17] UiE_16_Read:convert - 4
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c) UTF-81t UTF-16 Hl 1)

Code point < UTF-8 conversion
Flrst code point ‘ Last code point | Byte 1 = Byte 2

U+0000 U+007F | Doooomos
U+0080 U+0?FF I1Dxu:<::x 1 Do
U+0800 U +FFFF ‘l1lE|>cxxx Itlanmcxx 1 et

U+10000 t’]U1-1|'CJFFFF ’I1I1Eb{xx IEIm:txx 1000000 | 1 D000
[I& 18] Code p-oint <= UTF—ﬂ mnverslun

UTF-16= 2HI0I1E HA2 2AE HE&6HAIEH UTF-82 JtE 20| 12 E &AlS AFZEHCH UTF-82l 32, RLIZES)
H/ 0l T2t HHOIE D10 Zoh &Lt

o 1HIOIE : OtAD| 2K

e 268I01E : JJelA 22Xt olEel 24t Otg 0 244 ctEl 24

oin

o BHIOIE : E20f, L20f, 320 S
e 4HIOIE : U8 S& 23} 0|2EIR (LBHHOZ ARSI 2E=CH)

case unilGBE_MOBOM: f¢ somb| &= B WO uTF-16
case unilSLE_NoBOM: ff BomD| gle clE YCI2 uTF-16
case unileBE: ff BomD| §i= 4| MO uTF-16
case unilelE: { ff BomD| 2l 2B Y02 uTF-16

|size_t newSize = len + len / 2 + 1; |

if (m_nallocatedBufSize |= newSize)

if (m_pMNewBuf)
delete [] m_pNewBuf;
m_pHewBuf = HULL;

Im_pNEHBu‘F = new ubyte[newSize] ;I
m_ndllocatedButSize = newSize;

}

ubyte* pCur = m_pHewBuf;

m_Iterls. set(m_pBuf + nSkip, len - nSkip, m_eEncoding);

[ 19) UHE 16 Read:convert - 3

Ol H20l UTF-160lA UTF-82 1 &tol= Ol 2 28t Z =6t BIOIE =5 Al4tolJ] &L [etAd 28H0I1E UTF-16 2XtE
3HIOIE UTF-8 EAtZ HEOHOF ot= X=l2t2l BRE JIBt2 2 8t 201E AHlbtohl &L
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d) poc.py

with open(“po
f.write(

F.write(

[C2 20] poc.py

sconst Utf8_l1é6::utf8 Utf8_l16::k_Boms[][3] = {
{oxe0, 0x00, O0x00}, // Unknown
{OXEF, ©xBB, OxBF}, // UTF8
{0xFE, OxFF, 0x00}, // Big endian
{0xFF, OxFE, 0x00}, // Little endian

(23 21) BOM

29| \xfe\xff = BOM(Byte Order Mark)2 2, O|= 25l oY It = Notepad++0ilAl 4= [ UTF-16BEZ QI AIGHA = LY.

Jdell 'xffE 128 * 1024 +4-2 + 1, =, 131,0758101E 2 &H6t22 BOM 2712 &0t F 131,0778101E0t =L

I.I-'I'-I.H fraad dats + incompletedMultibytelher, 1, bBlackiize inconplataMmult ibytelhar, fp

+ incomplateiul tibyteChar incomplaMultibyteChs |'|I

lenFile

[d& 22] FileManager:loadFileData - 2

Buffer.cpp2l FileManager::loadFileData & <=0l A

==}

131,076HI0| ECIE0t 210iE2 4= UASS &0l

O 21 o= /|

18t0I1E &2 3JI0ICH

= IIE=S =L Moll= &t 8 2101l blockSize?!
UCLOlI=

o
a's

poc.pyOll A A dt= HIOIE 32191 131,077HI0| EECH
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X BN == Coif ==
131 0?? 131 076 P ._HH ?E ._.E'H H?E
byte byte
[ ] len=131.076 | e S8 =

: len =1 new size = 2
poci 3 black size 195'61 E

lem = 131 076 ﬂ

lEn=1
newSize =len +len/2 + 1

\niE‘:iz—ailen+lenr2+1

1 1

newSize = 186,615

newsize = 2

l l

UTF-8

65. 538&:96}51 5/3)
2y

27y
[O& 23] poc & & 03
20 freadIt S S&= = 16I01EE EJ110 131,076HI0I|EE 24 €Lt OlMH, newSize2| g8ft2 len+len/2 + 12

HAAOZ HAEE D2 131,076 + 131,076 /2 + 12 H A BE S HA 196,6157+ EICH 0=
UTF-8 2X2 BISI510] MEE 2 A0, M It LAEHK L=Ch freaddt S BITIZ S5 H:pocpyOﬂ/\-I 1HH0IED} 22
AEHOIZZ, len0l 12 A SICH 24U UTF-16 X2 37101 260 ES & HOICH ATKIZ 0101 Al

newSize= 1+ 1/2+ 12 A&t HE S HA™ 20 &4, Ol0 et 28H0I1E Sl HIHE MSH & &aliOF &tCt. WetA poc.py Bl A
=2 OIOIE 1HI0IE2 A D] gt 1HI0IES JHM 2 UTF-82 H &6t & L.

65,5384 UTF-16 2XtE
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ul i By =
& m_nCurlé 65335 unsigned shoet
@ m_highSurragate o unsigned short
b g m_pBud 07360068 « AP YR b camnit unsigned char *
b m_pRead 07360068 «BIF0 FRE &I @LICh» const unsigrasd char *
b g m_pEnd WOTIB00N «BIPEN YRE B &L

congt unsigred char * -
[1& 24 m_pRead 247 & -1

m_pRead= UTF-16 BIIH 2| AI& 2IXIE Jtel2| 10 JA=0, ol g 21Xl 0x73600690= E=I13tE X &2 AdD] Lol S0
UL
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Bx07360068 ff ff

[ 25] m_pRead 437 2! -2
ol M0l gt2 A UMl fread S = [ &2 poc.py2 GIOIE \xff’OICt.

Ox0076D3C8 ef bf bf jef bf bfjbf ef bf bf

P FauE:: - B[
N o B -
& m_eState St (0] U6 _ReneState
bR m o e00TEd3cE " SE TS ER unisgred ¢har| 18]
& m_ouln i nt
& m_outla

ind
5

1

m_nCurld 65535 unsigred shar -

[12 26) UTF-8 = & 37| [jet
UTF-82 JtH 2 0[01J] H= 0l m_out1st2t m_outlLst 81~ gt2l QLIAIZ Soli 3J|E Wol0F st [1E 2612 EH

m_out1st= UTF-822| B1gt ZUtE & LotJ| Al&otsE QIS A m_outlst= OIS ZH IEIA Q|22 Oxffffot UTF-82
gigtE [ 3~5 QI A S EHAGHH &I 3HI0IEZ HEtEICh= 2

2 | 0x03FEE080
OxO3FEEDED ef bf bf fd fd fd 00 OO0 Bb b9

[DE 2T HH 2HEES HE
AN, BatE 2= 30IEZ 2HI0IEM A 18I01E SXIH S22 & HIH QB EZ It 2dlots 1S &olg &= UL
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CHEZRIt LG =0 B LHEZ2 R0 L5 1HI0IEN CHE M2l E S0 20 42 [EJ AlE 4= U

e) I X|

gize t newSize = len + len / 2 + 1;

[O% 28] newsize IH1] 018 TE

size £t newSize = (len + len % 2) + (len + len % 2)

[ 29] newSize W X| 0| % 3
UTF-16= UTF-82 H12tot= BtF0IA Hatel= MZ22 HIH 3012 J#I/\MI | IHXI = ACH 212

t
0] 2ctE 3HI0IE UTF-82 HEE [ & BHHIH @S2It UK EEZ 3I| 2E0l OIFHXIA
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(1]
https://securitylab.qgithub.com/advisories/ GHSL-2023-092_Notepad__/, Jaroslav Lobacevski
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[3]
https://learn.microsoft.com/ko-kr/cpp/sanitizers/asan?view=msvc-170, Microsoft

FE2Z R(to-more-row) / B 1-day FHAE &AMl 24 E


https://securitylab.github.com/advisories/GHSL-2023-092_Notepad__/
https://github.com/webraybtl/CVE-2023-40031/blob/main/notepad++%E5%A0%86%E7%BC%93%E5%86%B2%E5%8C%BA%E6%BA%A2%E5%87%BA%E6%BC%8F%E6%B4%9ECVE-2023-40031%E5%88%86%E6%9E%90%E4%B8%8E%E5%A4%8D%E7%8E%B0.docx
https://github.com/webraybtl/CVE-2023-40031/blob/main/notepad++%E5%A0%86%E7%BC%93%E5%86%B2%E5%8C%BA%E6%BA%A2%E5%87%BA%E6%BC%8F%E6%B4%9ECVE-2023-40031%E5%88%86%E6%9E%90%E4%B8%8E%E5%A4%8D%E7%8E%B0.docx
https://github.com/webraybtl/CVE-2023-40031/blob/main/notepad++%E5%A0%86%E7%BC%93%E5%86%B2%E5%8C%BA%E6%BA%A2%E5%87%BA%E6%BC%8F%E6%B4%9ECVE-2023-40031%E5%88%86%E6%9E%90%E4%B8%8E%E5%A4%8D%E7%8E%B0.docx
https://learn.microsoft.com/ko-kr/cpp/sanitizers/asan?view=msvc-170

